GUESSING SECRETS
WITH INNER PRODUCT QUESTIONS

Fan Chung

Abstract

Supposewe are given some xed (but unknown) subsetX of
aset = T}, whereF, denotesthe eld of two elemerts. We
would like to learn as much as possible about the elemerts
of X by asking certain binary questions. Each \question" Q
is someelemert of , and the \answer" to Q is just the inner
product Q-x (in F>) for some x € X . However, the choice of
X is made by a truthful (but possibly malevolent) adversary
A, whom we may assumeis trying to chooseanswerssoasto
yield aslittle information aspossibleabout X . In this paper,
we study various aspects of this problem. In particular, we
are interested in extracting as much information as possible
about X from A's answers. Although A can prevent us
from learning the identity of any particular elemert of X,
with appropriate questions we can still learn a lot about X .
We determine the maximum amount of information that can
be recovered and discussthe optimal strategies for selecting
questions. For the casethat |X| = 2, we give an O(n?)
algorithm for an optimal strategy. However, for the casethat
|X| > 3, we show that no such polynomial-time algorithm
can exist, unlessP = NP.

1 Intro duction and background

The following information-theoretic identi cation prob-
lem was introduced in [1, 2]. A xed (but unknown)

subsetX of some nite set is given. A gameis played
between two players: the \seeker" S and the \adver-
sary" A. The object of the seeler S is to learn as
much as possible about the elemens of X by asking
A binary questions. Each question is in general just

somemap Q : I f0;1g, sothat s partitioned

into = Q 0)[ Q *(1). For eath Q, A chooses
someelement x 2 X, and answers Q with the value
Q(x) 2 f0;1g. Thus, S knowsthat X\ Q (Q(x)) 6 ;.

Of course,A could always usethe sameelemen x 2 X

to answer everyquestionS asks,and so,S would never
know anything about any of the other elemerts of X .

As shown in [1, 2], with jXj = k, S can always
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choose a su cien tly rich set of questions so that no
matter how A selectsthe answers, the surviving set of
possiblek-elemert setsof secrets(consistert with all the
answers) forms an intersecting k-uniform hypergraph,
i.e., a family F of k-setsof sothat any F;F°2 F
satisfy F\ F°6 ; (and this is the most that S can
achieve). Any set of questionswhich always results in
an intersecting hypergraph will be called a seprating
strategy for S.

In this paper, we will take to be F} for some
integer n, where F, denotesthe eld of two elemers.
Each \question" Q will just be someelemert of , and
an answer to Q will bethe inner product Q x (in F5) for
somex 2 X. (In fact, we will only needto useQ with
rather small weight, where the weight w(Q) is de ned
to be the number of coordinates of Q which are equalto
1). As we will see,with this restriction, S canno longer
guarantee that any two surviving possiblesecretk-sets
X and Y are intersecting. Rather, the bestthat S can
hope for (and, in fact, which can always be achieved
by what we call a weak separating strategy) is that two
somewhat larger sets Odd(X ) and Odd(Y) are always

K
i = 0or1and Z i is oddg:

i=1

k
Odd(V) := ) 1V,

i=1

In the next sectionwe show that the set of Q of weight
at most 2k 1 forms a weak separating strategy for
secretk-setsin Fj.

2 Separating strategies for k secrets

The rst issuewe must addressis the question of just
how much separation can be achieved by inner product
guestionswhen we consider sets of k secrets,say, X =

(i.e., functions from  to f0; 1g), we can guarantee that
any two surviving k-sets are intersecting, i.e., have a
nonempty intersection.



For any k-setX = fX1;:::;Xkg , dene

k k D(1;1)
Odd(X)=f> iX; : ;=0orland > ;isoddg D(2;1)
= = D)= ; the rst column of D:

For any two k-setsX andY in , wesay that X andY
are strongly disjoint if Odd(X)\ Odd(Y) = ;.

D(n; 1)
LEMMA 2.1. For k-sets X and Y in , the following Thus
conditions are equivalent;
. N 1
(i) Odd(X)\ Oodd(Y) = ;; 0
(II) X1 Yy 62 h)?]_ Xoiiiii Xk 1 Xk: Y1 0 D(l):
Yo, Y 1 Yk
(i) There existsF 2  suchthat 0
F X; F X, @ F X6 Since all the ;i > 0, are linearly dependert on
%::1; %then ; D) =0;1 i 2k 2, and
F Y» F Yy it F Ye(mad 2); o D(i) = 1, asrequired for (jii). O

Let K . be the labeled completebipartite graph with The proof that (iii) ) (i) is immediate since if

vertex set X and Y, and with each edgee= X;Y; _° - 2w»oi i adF i = 0fori > 0 then
labeled with f (e) = X; ;. ) ' F  0=X., iF =0, conradicting (ii).
iy, (
(iv) For some spnning tree T of Kygx, 0 62 ® ®
odd(f (e) : e2 T):
(v) For every spmnning tree T of Kyyx, 0 62 02h 1 a2l

. k 1 k 1
Odd(f (e) - e2 T) ’ Xl Y]_: Z i(xi 1 Xi)+ Z J(Y] 1 Yl)
i=1 j=1

Proof: (i) ) ().

k1 k1

Dene o= X1 Yrand ;=Xi Xiu; k 1+i = X e X)) = Yy + (Y Y

Yi Y1l oo k 1. Choosea basisfor W = ' ! ; (X2 ) ! le: i 1)
h ;00 2 20,88 W=nh $:::; % whereeah 0 .
issome ;. Extend this together with o to a basisfor Odd(X)\ Odd(Y) & ;

2. S, The other implications involving (iv) and (v) are easily

establishedby similar argumerts. O

Note that in the preceding proof, the matrix ©°

has (row) rank r + 1. Hence,it also has column rank
_ r + 1, which implies there are r + 1 columns of ©
The matrix say Yai);:::; Yar+1) which arelinearly independert

over F>. Thus, there are ;| 2 F, sud that

n — . 0..... 0. ..... HR
FS=h o T:itsy 0 aits nor o1l

0
1 M1
0_ 0
r+1
i @)=
nor1 i=1
_0_r+1

is invertible, say, with inverseD, sothat D = I,, the
n nidentity matrix. De ne Since 1;:::; 2 2 are all linearly dependert on the



%1 i r,thenin fact
1
0
r+l
Z i (a)=
i=1
0

where ( j) denotesthe jth column of the matrix

0

2k 2

w_ |1 ifj=gand =1,1 i r+1
FO)= { 0 otherwise.
satis es
F o = F X1 N)=1
F i = 01 i 2k 2
and hasw(F) r+1 2k 1.

In general, we will call a set F of inner product
guestions a weak separating strategy (for k-sets of
secrets)if no matter how A choosesanswers, any two
surviving k-setsX and Y have Odd(X)\ Odd(Y) 6 ;
(i.e., the family of setsOdd(X ) are intersecting). Thus,

Fk 1)=fF2 :w{fF) 2k 1g
is a weak separating strategy (with > * (") ques-
tions).
This provesthe following:
LEMMA 2.2. The setF(2k 1) = fF 2 © w(F)

2k 1gis a weak seprating strategy for k-setsof secrets.

We point out that the bound of 2k 1 above cannot
be improved, as the following example shows.

Example. n=2k 1.
1 2 0 k|k+1 2k 1
Xy = 10 . 0 O 0
X = X, = 01 . 0] O 0
Xk = 00 1 0 0

1 ::: k 1]k k+1 2k 1
Y. = 1 ::: 1 0 1 1
Y = Y. = 1 ::: 1 1 0 1
Y« = 1 1 1 1 0
Claim:
If F 2 F3X Y hasO< w(F) < 2k 1then for somei

andj, eitherF X; = O;F X; = 1orF Y; = O;F Y; = 1.
To seethis, considertwo cases:

(&) There exist 1  i;j
ThenF X; 6 F Xj.

k such that F(i) 6 F(j).

(b) Thereexistk i;j 2k 1sudithat F(i) 6 F(j).
Then F Yi+1 k6 F Yj+1 K-

Since the hypothesis implies F(i) 6 F(j) for somei
and j, then either (a) or (b) must occur (or otherwise
F(Gi)=F(k)=F()fori k |j). Of course,the all
1's question of weight 2k 1 doesseparateOdd(X ) and
Oodd(Y). O

Obserne that x 2 Odd(X) ) w(x) isodd andy 2
Odd(Y) ) w(y) is even, and consequetly Odd(X) \
Odd(Y) = ;. This shows that for general n, if even
a single inner product question F of weight 2k 1
is omitted from F(2k 1), then the resulting set of
questionsdoesnot form a weak separating strategy.

3 Inverting the answers for k= 2

In this sectionwe restrict our attention to the casek = 2
with F(3) = fF 2 w(F) = 3g as our weak
separating strategy. SincejXj = 2 ) 0Odd(X) = X

then any two surviving pairs must have a common
elemen. Thinking of pairs of elemeris of asedgesof a
graph with vertex set , then the surviving edgesmust
either form a star S with somecerter X, or a triangle
T on 3 verticesf X 1; X2; X30. In the rst case,it follows
that X must be one of A's secrets.In the secondcase,
we can only say that A's secretpair (= edge) must be
one of the three edgesof T (so, in particular, we cannot
concludethat any speci c elemert of isasecretof A).

We will now describe a recursive algorithm ALG
for inverting the answers to F (3) which runs in time
Oo(n®) on = FJ. We will assume (inductiv ely)
that ALG() gives the following information on the
surviving intersecting set S of edges:

(i) S is astar with certer Xg, or



(i) S is a triangle on the set fX1;X2;X3g, and in
particular, any edgeX;X; survives.

As a special caseof (i), S could contain exactly one
edge. For example, for n = 5, supposethe answers to
the total of )+ (2) + (3) = 25 questionsis given in
lexicographic order is as follows:

111001111000100010111001:

The unique solution to the above set of answers is the
pair 01110and 10100.

In this case,ALG randomly choosesone vector as
the certer of \star". The other one is simply ignored.
However, it is possible (and easy) to modify the ALG
algorithm to distinguish this special case. So wheneer
all secretscan be determined, it will produceboth. We
will omit the details here.

Let usdecompose[n]:= f1;2;3;:::;ng= J1[ J2|
Jz whereJ; = f1 x<n=3g;J 2=fn=3 x<
2n=3g;J3=f2n=3 x nganddenel; = [n]nJ;;1
i3

Webegin ALG by executingALG( 1), ALG(1,) and
ALG(13) (note that the weight 3 questionson |; are also
weight 3 questionson [n]).

First we introduce somenotation. If A2 = Fj
then A=l, denotes the restriction of X to I;, and
indicate this by writing A=l; = A,Aj3. Similarly, we
write the other two restrictions of A asA=l, = A; As
and A=lz = A{A>

Obsene that if UV is an edgein S, the interesting
set of surviving edgesin , then

(i) If ALG(I1) hasthe answer that X=I; is a star with
certer A = A,Aj3 then either U=l = A,A3 or
V=l = AzA3 (with similar remarks applying to
193 and |3)

If ALG(I1;) givesa triangle AB C then both U=l;
and V=I; are verticesof AB C.

(ii)

We considerthree cases:
Case(a): ALG(1,) yields a star with certer
A= AzAsz;
ALG( ;) yields a star with certer
B=B:1 Bg;

ALG(|3) yields a star with certer
C=CiC;

Let us say two restrictions U=I; and V=I;;i 6 j, are
compatible if all common coordinate positions of the
two sequencesare equal, e.g., U=l; = U,Uz; and
V=l, = Vi V3 are compatible if and only if Uz = V3.
De ne the merge [A; B] of two compatible restrictions
to be the (unique) n-tuple W in  which generates
the corresponding restrictions A and B. For example,
[ D,D3;D; D3] = D;D,D3. Let G denote the
compatibility graphon the vertex setof certers A; B and
Cinly;l, andlgs, respectively, with edgeshetweenevery
pair of compatible vertices.

Obserwe that G must have at least one edge, since
for each edgeUV in S (the setof surviving edges),there
are only two choicesfor eadh |; of which endpoint of UV
to usefor the restriction (= star certer). Thus, some
endpoint U or V must occur twice, say, A = U=l; and
B = U=l,. In this case,A and B are compatible, and
[A;B]= U.

Claim: ALG() must give a star as the answer if
ALG(I;), i = 1;2; 3, yield stars.

Proof: It suces to show that for any edgein G, the
merge[A; B] is a point which must be in everysurviving
edgein S. SupposeA = OQR;B = P R and the
merge [A; B] = PQR is not in a surviving edge UV.
One of the points in UV must have a projection in
I, which is equalto A. Without loss of generality, we
assumethat U=l; = A, and U=I, 6 B, which implies
that U = PQR with P°6 P. We can also assume
V = PQR and Q°6 Q sinceead surviving edgemust
contain one point with projection B, and the merge
[A;B]is not in UV.

Now we consider the surviving edge VW. We
must have W=Il; = A since otherwise V=I; = A, a
contradiction. Similarly, consideringUW, we conclude
W=l, = B. This implies that W = PQR.

Now we consider C = C;C, , which is the
star certer given by ALG(l3). We have C1C, 2
fU=I1;V=l10 = fPQ ;PQ%g . Without loss of gen-
erality, we may assumeC;C, = P%Q . We now con-
sider the edgeVW. We seethat C;C, cannot be one
of fV=l3;W=l3g, which is impossible. This completes
the proof of the claim.

We now considerthe following cases:
(1) SupposeG hasone edge,say,

SinceU = [A; B] is determinedthen every UV°2 S
must project the samemajority point to AB C. Hence,
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Figure 1: G hasone edge.

[A; B] is an endpoint of every edgein S, i.e., hasa

star with certer [A; B].
(i) SupposeG hasthree edges:

C

G

Figure 2: G hasthree edges.
Obsene that in this case[A; B] = [A; C] = [B;C].

Thus, asin (i), we seethat  must have a star with
certer [A; B].

(i) SupposeG hastwo edges say,

C

G

Figure 3: G hastwo edges.

Then for any UV 2 S, we must have either U=I; =
A;V=l, = B or V=I; = A; U=l, = B (since otherwise,

A and B would be compatible.)

If the star in  (which ALG() gives) has certer
edgeZW;, Z must project to the samepoint of A and
B (for otherwise A and B could be compatible). Let us

simplify our notation and write

A = OR
B = P R°
C = PQ whereR 6 R°

SinceR 6 R% there must be somecoordinate ko 2 Js3
such that R(ko) 6 RYko). Now, consider the answers
to all the questions Fijx , wherei 2 Ji;j 2 Jz (i.e.,
take the inner product with the vector having 1's in
positions i;j and ko). The two possibilities for the
star in are that either the center is Xg = PQR
and the other endpoints are of the form PQ%R° with
QO arbitrary, or the certer is X§ = PQR? and the
other endpoints are of the form P%QR with PCarbitrary .

We next ask eac of the jl1j jloj questionsFijx , ,
wherei 2 11;j 2 1,. SupposeP(i)+ Q(j)+ R(kg) = so
that P(i)+ Q(j )+ R%ko) = 1 . If Fijk , isanswered
by A (sothat all pairs with three coordinate sums1
are eliminated, then exactly all the points P°QR with
PYi) 6 P (i) areruled out aspossiblematesfor X . On
the other hand, if Fijx , is answered1 , then by the
sameargumert any point PQR%with Q%j) 6 Q(j) is
ruled out asa possiblemate for X . Note that X is the
trivial mate for X2, and vice versa. At the end of the
process,oneof the two points X o and X § will haveall its
possible mates (except for its trivial mate) eliminated
and the other one must be the surviving star certer
(and in addition, we know a lot about the endpoints
of the star). If we make comparisonswith the existing
answersto all the questions,we can rule out the bogus
star certer in linear time (since ead Fi;jx , rules out a
value of P (i) or Q(j)).

It is quite possiblethat both points have only their
trivial mates surviving. In this case,the surviving set
contains the only edge XoXQ. ALG will randomly
choose one point as its certer for later use (in the
induction step).

Case(b) Two of ALG(1;) give stars and the third gives
a triangle, say, |1 has a star with certer A = AjAs,
I, has a star with certer B = B; Bjs, and I3 hasa
triangle in P = P;P, ;Q= Q:1Q2 ;R=R1R2

SupposeUV 2 S.



(1) If A and B are not compatible then A and B are
projections of both endpoints U and V. Sincel;
has di er ent projections of both U and V then
U and V can be recovered (and tested) from the
[fA; Bg; fP; Q; Rg] merges.

(2) Suppose A and B are compatible. If A = U=l;

and B = V=l,, then again U and V can be

recovered from the [f A; Bg; fP; Q; Rg] merges.On
the other hand, all other edges,which project the
sameendpoint to A and B, must sharethe common

vertex [A; B].

Hencein any case,we have all the information to
determine the certer (if ALG() givesa star) or the
three vertices of a triangle (if ALG() givesa triangle).

Case(c) At least two of ALG(I;) give triangles, say,
ALG( 1) gives a triangle on fA;B;Cg and ALG(I>)
gives a triangle on fP;Q;Rg. Then all possible
endpoints of edgesin S are contained in the set
[fA;B;Cg;fP;Q; Rg], and ead of these can be indi-
vidually tested.

Putting all the preceding casestogether we have
the following recursive bound on c(n), the number of
comparisonsneededon the (3) + (5) + (]) answersto
determine the required output for ALG().

GD om 3 oG+ (5)(F°+ o)

The term 3 c(%”) comes from the execution of the
three ALG(1;). The term (3)(3)* is an upper bound
of the number of comparisonsneededto make the nal
resolution, the most costly being the individual testing
of eath of the possible (92’) pairs of points arising from
[fA;B;Cg;fP;Q;Rg] in Case (c). This implies the
bound
c(n) 12n%+ o(n®):

We have implemerted this algorithm. It takesonly
a few secondsto processn = 256-hit binary strings on
a Pentimum [l PC (under Linux). It seemsto demand
a lot of memory when n is large. On our Department
Unix machine, it can handle n = 400 with ease.

4 NP-hardness for k=3

In this section we will shov that no weak separating
strategy F can have a polynomial-time algorithm for
inverting A's answerswhenk = 3, unlessP = NP.

Suppose F is some weak separating strategy. We
can assume without loss of generality that F also
includes all the weight 2 questionsF;; , i;j 2 [n]. Let
G be a xed graph with vertex set[n] and edgeset E.
We will supposethat A answersthe questionsF 2 F
as follows:

A(F):{

Claim: G is 4-chromatic if and only if there is a valid
secrettriple of the form f0; uy; u,g, where 0 denotesthe
vector (0;0;:::;0) 2 F5.

1 ifF=F; andij 2 E;
0 otherwise.

Proof of Claim:

Assume G is 4-chromatic. Then E can be decom-
posedinto two bipartite graphs G; and G, on [n] with
edgesetsE; and E,, respectively (seeFig. 4).

=]

N

G,

Figure 4: Partition into two bipartite graphs.

De ne the vectorsu; 2 F, i = 1;2, by

_ [ 0 ifk2A;
ui(k) = { 1 ifk2B;.
It is clearthat with this choicethat f0;u;; u,gis a valid
secrettriple for A, i.e., all the answers A (F) given are
consistert with A having the secrettriple f0;uy; u2g.

For the other direction, assumefO;vi;v,g is a
valid secret triple for A(F). Reverse the preceding
construction and construct two bipartite graphs G; as
follows:

Dene A; = fk :
1g and E; = ff a;bg

vi(k) = 0g;Bi := fk : w(k) =
a 2 Ai;b 2 Bjg: Thus,



A(Fij )= 1ifandonly if ij 2 E; or E,, and the proof
of the Claim is complete. d

Obsernwe that if fx;y;zg is a valid secrettriple for
someset of answers A(F);F 2 F, then any 3-elemert
subsetof Odd(x;y;z) = fXx;y;z;x + y+ zg alsois.

Now supposewe have a polynomial-time algorithm
ALG which can invert the answers A (F), de ned as
before accordingto edgeset of G, producing a solution
fX;y;z;x+ y+ zg asan Odd set satisfying the answers
A(F). Thus F must have polynomial size. Now, if
02 fx;y;z;x + y + zg, then by the precedingremarks
G must be 4-chromatic. On the other hand, since F
is a weak separating strategy, then any two satisfying
Odd quadruples must intersect. So we can assumethat
062X x;y;z;x+y+ zg.

Now, if G is 4-chromatic then there must be a
satisfying Odd set of the form fO;u;v;u + vg, which
intersectsfx; y;z;x + y+ zg. Hence,u;v or u+ v must
be equalto oneof x; y;z or x + y + z. Howewer, we can
e cien tly test whether there is a satisfying triple of the
form f0;x; x% as follows. Namely, sequetially chedk
eath F 2 F with A(F) = 1to seewhetherF x 1. If
not, then add the (algebraic) constraint F x° 1to a
matrix M of such constraints on x° At the end, we can
useGaussianelimination on M to decidewhether or not
an appropriate x° exists (this can be donein polynomial
time in n).

G is 4-chromatic if and only if this processsucceeds
for someelemen of fx;y;z;x + y+ zg paired with 0.
However, it is known [3] that determining if a graph
is 4-chromatic is NP-hard. Hence, the existence of
our hypothetical polynomial time algorithm ALG would
imply that P = N P, an assertionnot widely believed.

Of course,similar conclusionsapply for k > 3.

5 Concluding remarks

There are still quite a few aspectsof this problem which
needgreater understanding. For example, probabilistic
argumerts show (see[l1] ) that (in the caseof k = 2)
there are weak separating strategies for F with only
O(n) questions. (We achieve O(n®) in this paper using
F(3). ) We do not currently know of any constructive
way of producing sud strategies.

In the more generalcase[1] where
and questions are just functions mapping to f0; 1g,
it is possibleto construct separating strategies (using
properties of quadratic residuesmodulo primes) of size
O(log?N) but we have no idea how to invert these
answers. Finally, in this setting we have no non-trivial

estimate for how much better an adaptive separating
strategy is then our usual non-adaptive ( i.e., oblivious)
algorithms. As proved in [1], for k = 2, any adaptive
separatingstrategy for must have at least3log, N 5
questions, and need not have more than 4log, N + 3
questions (for N > 2). Surely no oblivious algorithm
can be this good! Of course,for k > 2, we know even
less.
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